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EXECUTIVE OVERVIEW

CC Tech, established in 2019, is a Minority-Owned
Small Business and DC Certified Business
Enterprise (CBE). We specialize in advanced
software solutions and comprehensive cloud
services for public agencies, non-profits, and
commercial enterprises. Our certified AWS and
cybersecurity professionals deliver expertise in
Cloud Operations, Security Operations, Call Centers,
Software Development, and Business Process
Outsourcing.

As an AWS partner, we manage complex cloud
strategy, planning, and implementation to optimize
operational efficiency, enabling clients to focus on
their core business objectives.

BUSINESS DATA

e DUNS: 118195425

e CAGE: 9HAQO
SAM: ZHUBHSLKSUX9
DC CBE Number: LSDZ56373072026
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Certified AWS Public Sector Partner

CONTRACT VEHICLES
e DC Supply Schedule (MOBIS)
e NASPO ValuePoint
e DC STaR/STaR2
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Washington, DC
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CORE COMPETENCIES

e AWS Cloud and IT Infrastructure
Modernization

e Security Assessment and Risk
Management

e Application and Software Development

e Data Engineering and Analytics

e Staff Augmentation Solutions

* Professional Services Delivery

e Project and Program Management

e End-to-End Call Center Operations

* Intelligent Document Processing and
Automation

AWS CORE COMPETENCIES
e Data Analytics and Insights
e AI/ML Solutions
e AWS Landing Zone Implementation
e Cloud Migration Services
e Cloud-Native Development
e DevOps Engineering
e Digital Workplace Solutions
e Amazon Connect Integration
e AWS Proof-of-Concept Development
e AWS Well-Architected Reviews
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9560000 | 9587700
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ZERO TRUST IMPLEMENTATIONS

CC Tech has a proven track record in deploying
comprehensive Zero Trust solutions, leveraging the latest
in cybersecurity technology. Our team's expertise spans
several key areas, each critical to the development and
maintenance of a robust Zero Trust environment:

» Zscaler Implementations: For our customers, we've
configured Zscaler Internet Access (ZIA) and Zscaler
Private Access (ZPA), ensuring secure internet and
network access through inline content inspection, SSL
decryption, and access control policies. This practice
enforces the Zero Trust principle of "never trust,
always verify."

« Okta Deployments: We've centralized identity
management for various clients by integrating Okta,
employing Single Sign-On (SSO) and Multi-Factor
Authentication (MFA) to establish stringent
authentication and authorization controls as required
by Zero Trust frameworks.

« CrowdStrike Falcon Utilization: Utilizing CrowdStrike
Falcon, we've enhanced threat detection and response
for our clients, utilizing Al and behavioral analytics for
immediate monitoring. Our deployment includes
custom detection rules and automated responses to
quickly neutralize threats, aligning with Zero Trust
security principles.

» Qualys for Vulnerability Management: We've
conducted extensive vulnerability scans and
compliance checks using Qualys for our clients,
automating the process to efficiently identify,
prioritize, and remediate vulnerabilities, thus
maintaining the high security and compliance
standards intrinsic to Zero Trust architectures.

CYBER SECURITY PRACTICE

OUR TEAM'S SECURITY
CERTIFICATIONS

o Certified Information Systems Security
Professional (CISSP)

e Zscaler Zero Trust Certified Associate (ZTCA)

e CompTIA Security+

e AWS Certified Security - Specialty

e AWS Certified Solutions Architect - Professional

e Certified Identity and Access Management
(CIAM)

o CyberArk Certified Delivery Engineer (CDE)

CO-DEVELOPED SECURITY PRODUCTS

Perimeter Security with Predictive Intelligence:
Patented predictive threat intelligence that puts the
power of predictive threat intelligence to work for
you in a platform that will improve your security
posture and streamline SOC operations.
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CC Tech's team comprises seasoned professionals with experiences from notable organizations such as
Accenture, Amazon, AstraZeneca, Booz Allen, Capital One, and Deloitte, offering a profound understanding of the

challenges and requirements of federal agencies.

With over 85 years of combined experience in consulting, implementation, and innovation within high technology,
cybersecurity, and cloud services, our team is uniquely positioned to address the sophisticated needs of State &
Local Government and its federal customers.




